

    
      
          
            
  
Welcome to Read the Docs

This is an autogenerated index file.

Please create an index.rst or README.rst file with your own content
under the root (or /docs) directory in your repository.

If you want to use another markup, choose a different builder in your settings.
Check out our Getting Started Guide [https://docs.readthedocs.io/en/latest/getting_started.html] to become more
familiar with Read the Docs.
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CC0 1.0 Universal

CREATIVE COMMONS CORPORATION IS NOT A LAW FIRM AND DOES NOT PROVIDE LEGAL SERVICES. DISTRIBUTION OF THIS DOCUMENT DOES NOT CREATE AN ATTORNEY-CLIENT RELATIONSHIP. CREATIVE COMMONS PROVIDES THIS INFORMATION ON AN "AS-IS" BASIS. CREATIVE COMMONS MAKES NO WARRANTIES REGARDING THE USE OF THIS DOCUMENT OR THE INFORMATION OR WORKS PROVIDED HEREUNDER, AND DISCLAIMS LIABILITY FOR DAMAGES RESULTING FROM THE USE OF THIS DOCUMENT OR THE INFORMATION OR WORKS PROVIDED HEREUNDER.






Statement of Purpose

The laws of most jurisdictions throughout the world automatically confer exclusive Copyright and Related Rights (defined below) upon the creator and subsequent owner(s) (each and all, an “owner”) of an original work of authorship and/or a database (each, a “Work”).

Certain owners wish to permanently relinquish those rights to a Work for the purpose of contributing to a commons of creative, cultural and scientific works (”Commons”) that the public can reliably and without fear of later claims of infringement build upon, modify, incorporate in other works, reuse and redistribute as freely as possible in any form whatsoever and for any purposes, including without limitation commercial purposes. These owners may contribute to the Commons to promote the ideal of a free culture and the further production of creative, cultural and scientific works, or to gain reputation or greater distribution for their Work in part through the use and efforts of others.

For these and/or other purposes and motivations, and without any expectation of additional consideration or compensation, the person associating CC0 with a Work (the “Affirmer”), to the extent that he or she is an owner of Copyright and Related Rights in the Work, voluntarily elects to apply CC0 to the Work and publicly distribute the Work under its terms, with knowledge of his or her Copyright and Related Rights in the Work and the meaning and intended legal effect of CC0 on those rights.


	Copyright and Related Rights. A Work made available under CC0 may be protected by copyright and related or neighboring rights (”Copyright and Related Rights”). Copyright and Related Rights include, but are not limited to, the following:

i. the right to reproduce, adapt, distribute, perform, display, communicate, and translate a Work;

ii. moral rights retained by the original author(s) and/or performer(s);

iii. publicity and privacy rights pertaining to a person’s image or likeness depicted in a Work;

iv. rights protecting against unfair competition in regards to a Work, subject to the limitations in paragraph 4(a), below;

v. rights protecting the extraction, dissemination, use and reuse of data in a Work;

vi. database rights (such as those arising under Directive 96/9/EC of the European Parliament and of the Council of 11 March 1996 on the legal protection of databases, and under any national implementation thereof, including any amended or successor version of such directive); and

vii. other similar, equivalent or corresponding rights throughout the world based on applicable law or treaty, and any national implementations thereof.



	Waiver. To the greatest extent permitted by, but not in contravention of, applicable law, Affirmer hereby overtly, fully, permanently, irrevocably and unconditionally waives, abandons, and surrenders all of Affirmer’s Copyright and Related Rights and associated claims and causes of action, whether now known or unknown (including existing as well as future claims and causes of action), in the Work (i) in all territories worldwide, (ii) for the maximum duration provided by applicable law or treaty (including future time extensions), (iii) in any current or future medium and for any number of copies, and (iv) for any purpose whatsoever, including without limitation commercial, advertising or promotional purposes (the “Waiver”). Affirmer makes the Waiver for the benefit of each member of the public at large and to the detriment of Affirmer’s heirs and successors, fully intending that such Waiver shall not be subject to revocation, rescission, cancellation, termination, or any other legal or equitable action to disrupt the quiet enjoyment of the Work by the public as contemplated by Affirmer’s express Statement of Purpose.


	Public License Fallback. Should any part of the Waiver for any reason be judged legally invalid or ineffective under applicable law, then the Waiver shall be preserved to the maximum extent permitted taking into account Affirmer’s express Statement of Purpose. In addition, to the extent the Waiver is so judged Affirmer hereby grants to each affected person a royalty-free, non transferable, non sublicensable, non exclusive, irrevocable and unconditional license to exercise Affirmer’s Copyright and Related Rights in the Work (i) in all territories worldwide, (ii) for the maximum duration provided by applicable law or treaty (including future time extensions), (iii) in any current or future medium and for any number of copies, and (iv) for any purpose whatsoever, including without limitation commercial, advertising or promotional purposes (the “License”). The License shall be deemed effective as of the date CC0 was applied by Affirmer to the Work. Should any part of the License for any reason be judged legally invalid or ineffective under applicable law, such partial invalidity or ineffectiveness shall not invalidate the remainder of the License, and in such case Affirmer hereby affirms that he or she will not (i) exercise any of his or her remaining Copyright and Related Rights in the Work or (ii) assert any associated claims and causes of action with respect to the Work, in either case contrary to Affirmer’s express Statement of Purpose.


	Limitations and Disclaimers.

a. No trademark or patent rights held by Affirmer are waived, abandoned, surrendered, licensed or otherwise affected by this document.

b. Affirmer offers the Work as-is and makes no representations or warranties of any kind concerning the Work, express, implied, statutory or otherwise, including without limitation warranties of title, merchantability, fitness for a particular purpose, non infringement, or the absence of latent or other defects, accuracy, or the present or absence of errors, whether or not discoverable, all to the greatest extent permissible under applicable law.

c. Affirmer disclaims responsibility for clearing rights of other persons that may apply to the Work or any use thereof, including without limitation any person’s Copyright and Related Rights in the Work. Further, Affirmer disclaims responsibility for obtaining any necessary consents, permissions or other rights required for any use of the Work.

d. Affirmer understands and acknowledges that Creative Commons is not a party to this document and has no duty or obligation with respect to this CC0 or use of the Work.









          

      

      

    

  

    
      
          
            
  
RAC Digital Media Inventory & Transfer Workflow Documentation

Documentation for digital media inventorying and transfer workflows using the Digital Media Log [https://github.com/RockefellerArchiveCenter/dm_log] at the Rockefeller Archive Center. Digital media encompasses the various data storage devices records creators use to store born digital material. Examples of the types of digital media items that this documentation addresses include optical disks, hard drives and flash drives, and 3 1/2 and 5 1/4 floppy disks.

The RAC developed the Digital Media Inventory & Transfer Workflows as part of its efforts to preserve and provide access to archival records, regardless of format.


Accessing the guide

This content is accessible on docs.rockarch.org, the central platform for the documentation of the Rockefeller Archive Center.



License

Documentation is released under a CC0 1.0 Universal License. See LICENSE for details.
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Overview


	Inventory digital media item(s) in ArchivesSpace when the item(s) are encountered during accessioning/processing. Initial description of any digital media items inventoried during accessioning can be created in an FA shell record.


	Describe digital media items in a sibling relationship to their parent units (e.g. file for standard processing) with the same box and/or folder instances. Do not create a child relationship to represent the association between the digital media item and the parent unit.






Role of the Digital Media Log

The Digital Media Log is a tool for identifying digital media items during accessioning/processing in order to plan for future preservation actions like disk imaging and for recording digital media stabilization information. The Digital Media Log serves as a “backlog database” and should only be used when preservation actions (imaging, file transfers) cannot happen during processing. Additions to the Digital Media Log will be reviewed on a case-by-case basis by the Assistant Director for Processing and the Digital Media Archivist.



Processing Team

The Processing Team is responsible for addressing the backlog of digital media represented by the Digital Media Log and should avoid adding to it where feasible. Add to the Digital Media Log only if:


	The item is outside the scope of the media types that can be imaged in-house, please fill out the Digital Media Vendor Transfer form and follow the corresponding workflow [https://docs.rockarch.org/processing-manual/processing/#image-eligible-digital-media].


	The item will not image/virus check successfully, please troubleshoot and if imaging/virus checking is still unsuccessful fill out the Advanced Troubleshooting form [https://form.asana.com/?k=EsWapMmv2cZMzHwcrD9_2A&d=4711715224923] and follow the corresponding workflow [https://docs.rockarch.org/dm-transfer-workflow/troubleshooting/#advanced-troubleshooting-form].






Archivists Outside of the Processing Team

Notify the Digital Media Archivist of the existence of digital media within the collection that is being processed by doing the following:


	Navigate to the Preservation and Access section of the Processing Asana Project


	Open the task labelled: “Image eligible digital media and document in finding aid/digital media log”


	Tag the Digital Media Archivist/Assistant Director for Processing by using “@+their name” in the comments.




Next Step: Transfer Instructions
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Transfer Overview & Setup

An item must be inventoried in the Digital Media Log before it is transferred. See instructions for Inventorying Digital Media Items. When a digital media item is imaged or otherwise has its contents transferred, this must be recorded in the Digital Media Log.


Destination Folders and File Names

Newly created disk transfers are stored on the virus checking workstation and the transfers are accessible via mounted shares on the FRED (Forensic Recovery of Evidence Device [https://digitalintelligence.com/products/fred/]) workstation. On the virus checking workstation and the X drive, all transfers are stored in a directory with the name of the ID auto-generated (digital media ID) by the Digital Media Log. On the X drive, these directories are located in a parent directory with the FA or Accession Number.

The BitCurator workstation is not connected to the virus checking workstation. Disk images created on the BitCurator must first be moved to the FRED, and then once on the FRED, they can be moved to the virus checking workstation.



Disk Imaging

Disk imaging is currently the primary process by which the content and structure of a digital media item are transferred at the RAC. Disk images are single files containing the complete content and structure representing a data storage medium or device. By imaging legacy digital media, archivists can help ensure the long term preservation and management of records stored on devices vulnerable to deterioration and obsolescence.

At this point in time, disk images are created in-house for optical disks (CDs and DVDs), external hard drives, USB flash drives, and 3 1/2 inch floppy disks and 5 1/4 inch floppy disks (recently dated disks that are PC-formatted).



Choosing Transfer Method

The programs and hardware used to create disk images will vary depending on the type of digital media you are attempting to transfer.

Workstations Used to Transfer Digital Media Items:


	BitCurator: Used to image CDs and DVDs; connected to the FRED


	FRED: Used to image audio CDs, hard drives and USB flash drives, and 3 1/2 inch and 5 1/4 inch floppy disks; connected to the BitCurator machine and the virus checking workstation




Other Significant Hardware for Transferring Digital Media Items:


	KryoFlux: Used when imaging 3 1/2 inch and 5 1/4 inch floppy disks




Significant Software for Transferring Digital Media Items:


	FTK Imager: Used when imaging hard drives and USB flash drives




The sections below describe the options available for imaging each specific type of digital media as well as the step-by-step workflows for executing those imaging options.

If/when an error is recorded during the imaging process, make a maximum of five attempts to create a disk image, with no more than three attempts made for the same error.




CDs and DVDs

In general, optical disk images will be forensically imaged on BitCurator. Forensic images cannot be made for audio CDs. Please see audio CDs for instructions.


Imaging with the Command Line on BitCurator


	Insert the disk into the drive


	Open the command line and navigate to the desktop by entering: cd Desktop


	In the command prompt, run the bash script ./optical_disks.sh (View this script on GitHub [https://github.com/RockefellerArchiveCenter/scripts/blob/base/imaging/optical_disks.sh])


	BitCurator will ask you to select from one of the following formats: cdrom, cdrw, dvd, dvdrw; in the command prompt, enter your disk’s format

 
   Example: cdrw

 


	BitCurator will then image the disk


	Update the item’s transfer status in the Digital Media Log (See Recording Transfers in Digital Media Log for further instruction).




If you receive an error message from BitCurator when attempting to complete any of the steps above consult Imaging Script Errors on the troubleshooting page.



Audio CDs

Audio CDs are imaged on the FRED, using the program Exact Audio Copy.


	On the FRED, open Exact Audio Copy and insert the CD into the optical disk drive.


	In the CD Title field, enter the digital media ID of the CD. Remove text from the CD author field.


	On the lefthand side, click the button that says IMG. This will create 1 uncompressed WAV file (containing all tracks) and a CUE file.


	Select the appropriate folder to store the files and click Save. See Destination Folders and File Names for information on where files should be stored.


	Exact Audio Copy will begin ripping tracks and create a log file.


	Update the item’s transfer status in the Digital Media Log (See Recording Transfers in Digital Media Log for further instruction).







Hard Drives and USB Flash Drives

The following describes how to create disk images using FTK Imager on the FRED. Provide link to a picture of the FRED. FTK Imager is a digital forensics software used to create disk images of digital media separated either at accessioning, processing, or during the Legacy Digital Media Survey. FTK Imager is a different program than the Forensic Toolkit which is usually referred to as FTK.


Imaging Instructions


	Make sure the Tableau UltraBay write blocker on the FRED is OFF then plug in the drive. After the drive is connected, turn on the UltraBay write blocker. Two green lights should appear - the Power light and the WrtBlk light. After a short period of time, the Act light should turn also turn on which indicates the UltraBay recognizes the drive.


	Open FTK Imager. Click Create Disk Image in the File Menu Select the source evidence type. Hard drives and thumb drives are physical media, so select Physical Drive.


	Select the Source Drive Location. This can be a little confusing, as the program picks up all connected drives – including the one you’re working on. The FRED machine has quite a few drives. You can distinguish between them by using the data size listed in the dialog box. For example, two of the drives are listed at 2000GB and 7999GB, respectively. You can also disregard the WIBU Codemeter Stick USB device, which is a USB key to run the Forensic Toolkit. Click Finish to continue


	A dialog box will appear, this time asking where to store the image. Click Add. Before the location of the image file can be identified, the type of image file to create needs to be selected. We use the E01 file format. Click Next to move forward.


	The Evidence Item dialog box will appear. Insert the digital media ID associated with the item into the Evidence Number field. This is generated by the Digital Media Log. All other fields can be left blank.


	The next screen prompts you to identify where the disk image will be stored. See Destination Folders and File Names for information on the Image Destination Folder: and Image Filename:. Additionally, the Compression level and Image Fragment Size should both be set to 0 and Use AD Encryption: should be left unchecked.


	Click Finish to return to the Create Image dialog window, this time with the necessary information completed. Double check the Image Source, the Image Destination, and that both Verify images after they are created and Create directory listings of all files in the image after they are created are checked. Click Start to initiate the imaging process.


	A Creating Image dialog window will appear. It will indicate how much time has elapsed during the creation of the image.


	Once completed, the Status will read Image created successfully. You will also receive notification that the Directory Listing was created successfully. In the image destination folder, you will see the image (.E01), the Directory Listing file (.csv), and the Verify Results file (.txt). The Verify Results Summary contains the same data presented in the Image Summary area below. This information contains the image checksum information needed for the Digital Media database.


	Make sure to safely eject the hardware you were imaging. Failure to do so can result in irreparable damage to the media.


	Update the item’s transfer status in the Digital Media Log (See Recording Transfers in Digital Media Log for further instruction).







3 and a Half Inch and 5 and One Quarter Inch Floppy Disks

3 1/2 inch and 5 1/4 inch floppy disks are imaged using KryoFlux, a USB-based forensic floppy controller and the accompanying software.

For guidelines on which directories images should be put in and file naming conventions, see Destination Folders and File Names

The KryoFlux can be used with Windows, Mac, and Linux machines, and has both command line and GUI interfaces. Scripts using the KryoFlux command line tools on the BitCurator machine are preferred in most cases, but it is also possible to use the GUI on the FRED.

The FRED is currently used at the RAC as the default machine to image 3 1/2 inch and 5 1/4 inch floppy disks. Keeping the KryoFlux at the FRED station mitigates the chance of potential hardware and connection issues that may result from frequent moves between the FRED and the BitCurator. We would only run the KryoFlux on the BitCurator for the purpose of advanced troubleshooting or if an instance were to arise where the FRED could not be operated.

The following instructions for setup and use of KryoFlux on the FRED can also be used to image 3 1/2 and 5 1/4 inch floppy disks with KryoFlux on the BitCurator.


KryoFlux Hardware Setup on the FRED

If you encounter issues setting up or using the KryoFlux, consult KryoFlux Errors on the troubleshooting page.

Warning: Incorrect setup can damage the KryoFlux and void our warranty. Follow the setup instructions carefully; for more details and images see the official documentation [https://kryoflux.com/?page=download#docs] or the Setup and Installation [https://github.com/archivistsguidetokryoflux/archivists-guide-to-kryoflux/tree/master/1%20PART%20ONE%20Getting%20Started] section of the Archivist’s Guide to KryoFlux.


	On a flat, non-conductive surface, connect the drive to the KryoFlux using the floppy data cable.


	Connect KryoFlux to the FRED using the USB port in the back of the tower.


	Connect the drive to power. Important! Never ever connect or remove the floppy data cable while the drive and/or the board are still powered. Power always comes last! You are connecting two systems with different grounds, so ground (connected via the floppy data cable) must always come first. Always make the drive – board - connection first, then plug the power (PSU & USB).


	Always unplug and disconnect from mains when not in use! Do not leave unattended!


	When switching between drives (e.g. from imaging 3 1/2 inch disks to 5 1/4 inch disks) the drive will need to be calibrated.




To calibrate using the command line:


	Open the command prompt and navigate to the DTC folder


	Run dtc -c2




To calibrate using the GUI:


	Open the GUI and select the “Drive” tab at the top of the window


	Select either Drive 0 or Drive 1 in the drop-down menu. Note: The drive will not calibrate if the wrong drive is selected. If you are unsure of which Drive to select, reference Understanding Drive 1/0 [https://docs.google.com/document/d/1LViSnYpvr2jf1TrCh6ELuL-FWo14ICw-WZeb8j5GGpU/edit#heading=h.s1zf81h6kdr3] in the “Archivists Guide to KyroFlux”


	Select “Calibrate” from the drop-down menu






Imaging with the KryoFlux using the Command Line on the FRED


	After setting up the KryoFlux hardware, insert the floppy disk into the drive.


	In the command prompt, navigate to the DTC folder.


	Run dtc -f\[filename\].img -i\[imagetype\]

 
   image types correspond to numbers; "4" is for MFM images

 


	Update the item’s transfer status in the Digital Media Log (See Recording Transfers in Digital Media Log for further instruction).






Imaging with the KryoFlux GUI on the FRED


	Open the kryoflux-ui.jar – Shortcut on the desktop.


	After setting up the KryoFlux hardware, insert the floppy disk into the drive.


	For each image you create, you must change the output file. In order to do so, go to File > Settings. and navigate to the Output tab. Enter the directory that the image will be in. Make sure Logs is checked.


	On the main KryoFlux screen, enter the name of the image in the text field. The image name is the auto-generated ID (digital media ID) created by the Digital Media Log.

 
   Example: 2lz4u8myrs or a9wf7at7r

 


	Choose the appropriate image format from the drop down menu.

 
    If the disk format is unknown, but is a 3 1/2 inch floppy, first try “MFM Sector Image.” “FM sector image” and “MFM sector image” support basically any normal disk used for systems that contain a generic FM or MFM FDC.
   

   For 3 1/2 inch disks, if MFM or FM does not work, try FM Sector Information, CBM DOS sector image, AmigaDOS sector image, Amiga DiskSpare sector image, Apple DOS 400k/800k sector image, or CBM DOS extended sector image.

 


	KryoFlux is separated into three sub-windows. The upper left window contains the track grid. Each block of the grid represents a track on the disk’s surface. The upper right window contains the track info block, with two more tabs called Histogram and Scatter. The lower part of the window is the control section, where the current track, drive controls, and the filename are displayed. Below the filename is the format selector which is dependent on profiles. The complete last line of the window is the status line which displays additional information. During dumping, blocks change their color according to the result of the process.





	Green – track decoded, no errors found


	Grey – noise (or unknown encoding scheme)


	Red – track decoded, error(s) found, reading will be retried


	Yellow – notifications and warnings, e.g., additional header data found


	Glowing – track is being dumped


	To get more information about the result of a certain track, move your mouse pointer over it. This will output the result of the operation in the status line.





	Click Start and note what time imaging started.


	Update the item’s transfer status in the Digital Media Log (See Recording Transfers in Digital Media Log for further instruction).







Recording Transfers in Digital Media Log


	When you have finished transferring a digital media item, change the transfer status to Transferred - Failed or Transferred - Success as appropriate. Note: If transfer fails initially you may need to try again; make a maximum of five attempts, with no more than three attempts made for the same error. Record the transfer method. Record the successful method if multiple methods were attempted.


	When you change the transfer status from Not Transferred, the Date Transferred autopopulated with today’s date. Correct if needed.




Next Step: Scanning for Viruses
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Imaging Script Errors

If/when an error is recorded, make a maximum of five attempts to create a disk image or run a virus scan, with no more than three attempts made for the same error.


Cannot determine file system type

Solution: Check that you entered the correct format when prompted by the script (cdrom, cdrw, dvd, dvdrw). If this error continues to appear, try mounting the disk image to determine if the contents have been successfully copied. Sometimes a disk image can still be considered successful despite this error.



Sector offset supplied is larger than disk image (maximum: 0)

This error can mean two things: either the disk is corrupt/empty, or you may be trying to image an audio CD.

Solution: Insert disk into the FRED, open Exact Audio Copy (EAC). If EAC shows a track listing, continue following the audio CDs transfer workflow. If no track listing appears, the disk may be blank or corrupt.



Error stat(ing) image file (raw_open: image “ref_id.iso” - No such file or directory)

Solution: Empty the folder containing the .img file and run the script again.




KryoFlux Errors


FRED does not recognize the KryoFlux

If the FRED does not recognize the KryoFlux, it is likely an issue that Windows 10 has with the driver. To fix this issue:


	Open the Device Manager


	Expand Ports COM & LPT and right click on Bossa Program Post


	Choose Browse my computer for driver software then let me pick from a list of device drivers


	Since KryoFlux has already been installed, you should see the KryoFlux driver in the list


	Open the command prompt and navigate to the DTC folder. Run dtc -c2






KryoFlux GUI does not run when “Start” is selected


	Open the command prompt and navigate to the DTC folder


	Run java -jar kryoflux-ui.jar


	With the command window still open, use the GUI to select “Start” again to being imaging. The command window will provide more detailed output of what the GUI is doing, allowing you to further troubleshoot using any error messages in the output window






KryoFlux Errors and Warnings

While the KryoFlux is operating, there may be exceptions that trigger warnings or errors. Confusingly, in the KryoFlux GUI (graphical user interface—i.e., not the command line) these are all called “errors.” So, most of what appears to be an “error” is simply a warning. While warnings are for informational purposes only, errors will have a direct effect on the operation. Some common warnings and errors:


	Sector number is not within the allowed range; the sector was NOT included in the image. Error.


	Data checksum could not be verified (might be part of a protection, e.g. calculation based on some seed only accessible by the original loader); warning only.


	Slip marks (sector end) found at different positions from their expected values; warning only.


	Header extra data was found. Data is hidden in unused parts of the block header. Sector images can’t hold such data; warning only. It is likely that this will appear on the beginning tracks; this is  normal and can be ignored.


	Format type/block ID is non-standard; warning only.


	Sector length is non-standard. If considering it as a protection measure it is possible to decode the sector and saving it in the image; if not, you’ll get another flag saying so; warning only.


	Sector ignored, sector was found but sector image was not created. Reason could be sector having a different size set compared to what the image uses; error.


	Special protection detected which will malform the sector on purpose, retry will be suppressed; warning only.


	Side number found is different from what it should be; warning only. If this warning is appearing for multiple disks, the side selection on the drive is broken and a new drive must be used.


	Track number found is different from what it should be; warning only.


	Sector truncated. Sector data is incomplete, decoding stopped. Reason is another sync/mark was found in the data block. Almost certainly protection that a sector image can’t deal with; sector is not included in the image; error.


	Sector offset found is illegal. Sector is still decoded; warning only.







Virus Script Errors


Data Scanned and Data Read = 0MB

If the virus scan log file shows no data is being read or scanned, try to scan the disk image using ClamTK, which is installed on the BitCurator machine. This error has occurred most frequently when attempting to scan a disk image of a DVD, although not all DVDs have resulted with this error.


	Disconnect the Ethernet cord on the BitCurator machine


	Navigate to the virus checking workstation (Ginger) network using the file explorer and locate the disk image on the quarantined network


	Right click the disk image file and select Open with… Disk Image Mounter, the mounted disk image should appear on the left-hand side of the screen. Click on the mounted disk image so that an arrow symbol appears next to it, this will ensure that ClamTK will be able to see the mounted disk image.


	Run ClamTK with sudo permissions by opening a terminal window and typing sudo clamtk + ENTER


	In ClamTK, select Scan a directory


	Select the mounted disk image, then select the parent directory to run the virus scan


	Check the results of the virus scan by double-clicking the History icon in ClamTK, select today’s date, and click View (located on the bottom left of the screen)


	Copy the results of the virus scan, paste them into a new .txt file


	Save the .txt file as dmID_scan.txt inside the folder containing the disk image and log file




If you are using the BitCurator machine to virus check many disk images, be sure to clear the mount points to avoid confusion:


	Open a new terminal window


	sudo su


	losetup -D







Advanced Troubleshooting Form

Once all possible troubleshooting actions have been exhausted, please submit the Advanced Troubleshooting form [https://form.asana.com/?k=EsWapMmv2cZMzHwcrD9_2A&d=4711715224923].

Please note: this form should be used to communicate persistent disk imaging errors and attempted troubleshooting actions. Do not fill this form out if you have not yet conducted any troubleshooting activities.

Once the form is submitted, properly label the digital media item and leave it on the “Problematic Media” shelf in the Digital Media (DM) Archivist’s office.

If you solved the issue using a method that is not documented on the Troubleshooting page, please contact the Digtial Media (DM) Archivist so it can be added.
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Overview

All disk images are scanned for viruses and malware on the virus checking workstation (Ginger) before they are moved over to the Digital Records (X) drive.

Note: Before you begin this step, please make sure the transfer process was successful. If you’ve experienced difficulties using the available tools for transferring digital media refer to the Troubleshooting page. If the item still failed to transfer, document that in the Digital Media Log and do not attempt to scan the item for viruses. Otherwise, proceed to the instructions below for scanning digital media items for viruses.



Setup

Make sure the disk images you want to virus check can be seen by the virus checking workstation (Ginger). The shared network between the virus checking workstation and the FRED can be found at (D:) on the FRED.



Checking a Disk Image for Viruses

This workflow should be used for .iso and .img files.


	Switch to root user: sudo su


	Enter password used to sign in to the virus checking workstation


	Mount the network: mount -o username=freduser //fredIPaddress/ginger /mnt (The IP address for connecting to the FRED on the quarantine network can be found on the “System Info Sheets/FRED Info Sheet”. Alternatively, pressing the up arrow while inside the terminal will recall previous commands, which may include this line of code.)


	Enter password used to sign in to the FRED


	Navigate to the directory containing the virus script: cd /mnt


	Run the virus checking script: ./virus_scan.sh (View this script on GitHub [https://github.com/RockefellerArchiveCenter/scripts/blob/base/imaging/virus_scan.sh])


	Enter the FA number, digital media ID, and file extension of the disk image


	End root session: exit






Checking a Folder for Viruses

This workflow should be used for .wav files (audio cds) and scenarios where a disk image is not present.


	Switch to root user: sudo su


	Enter password used to sign in to the virus checking workstation


	Mount the network: mount -o username=freduser //fredIPaddress/ginger /mnt(The IP address for connecting to the FRED on the quarantine network can be found on the “System Info Sheets/FRED Info Sheet”). Alternatively, pressing the up arrow while inside the terminal will recall previous commands, which may include this line of code.)


	Enter password used to sign in to the FRED


	Navigate to the directory containing the virus script: cd /mnt


	Run the virus checking script: ./directory_virus_scan.sh (View this script on GitHub [https://github.com/RockefellerArchiveCenter/scripts/blob/base/imaging/directory_virus_scan.sh])


	Enter the FA number and digital media ID


	End root session: exit






Review Log File

Please check the log file after each scan to ensure all the files have been read and scanned. The results of the the virus scan can be found inside the folder containing the disk image and will follow a similar naming convention to digitalmediaID_scan.txt.




          

      

      

    

  

    
      
          
            
  
Zip Disks

This section is still under development. When complete it will be added to the transfer instructions page as one of the digital media type sections.


Imaging Instructions: Windows Formatted Zip Disks



Imaging Instructions: Mac Formatted Zip Disks
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